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1. Router Product List

® Router (including models: BPR-W30, BPR-W60 and BPR-W100) x1
® Power Adapter x1
® Antenna x2 (BPR-W100 model has 3 antennas)

2. Router Wi-Fi Password

The default password for all Wi-Fi networks is admin123.

3. Router Connection and Usage

On a Windows operating system, run ALBulk.exe and proceed with the installation. After

|
installation, an ALBulk icon i will appear on the desktop. Click the icon to launch.

Before starting the configuration software, the PC must establish a connection with the router.
There are two ways to connect:

3.1 Wired Connection to PC

Connect the router’s WAN port to a modem or internet router, and the LAN port to the
PC. Run the ALBulk software to configure the router.
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Option 1: PC Connecting to the Router via LAN Cable

3.2 Wireless Wi-Fi Connection to PC

Connect the router’s WAN port to a modem or internet router. Connect the PC to the Wi-
Fi network “ALOS-Set-1" as shown below, and run the ALBulk software to configure the
router. (Note: The Wi-Fi password is admin123.)

(1eseee 1Ee

Option 2: PC connecting to the Router via WiFi "ALOS-Set"
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4. Using ALBulk Software for Configuration

After completing the router connection as described above, double-click the ALBulk software

to start network configuration.

4.1Login to ALBulk

On the Connect page, click “Loading” button in the center of the page.

ALOS | Bulk Proxy-IPs Config Tool V3.2 Connect  Router Wireless  Proxy  PortMap About =

Loading

Upon successful connection, a “Connected” prompt will be displayed.
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ALOS | Bulk Proxy-IPs Config Tool V3.2 Connect  Router Wireless  Proxy  PortMap About =

Connected

4.2 Sub-router Settings

Go to the menu: Router, start SSID & MAC Settings.

ALOS | Bulk Proxy-IPs Config Tool V3.2 Connect _Router Wireless Proxy  PortMap About ~

New SSID New MAC

] Make brand wireless router SSID and MAC —
WiFi 551D LAN MAC

my outer 551D and MAC G 3- 00:04:0F-CEDE69

44:97:5A:A4.0F82
B8C:BE:BE:AA72:39
00:E0:FC:59:D9:6E
50:89:65:BB:3E:FO

The count of router

Group number

Connected

4.2.1 Generate Brand Router SSID & MAC

Select “Make Brand Router SSID & MAC”, then click “New SSID”. The software
will automatically generate 100 random router SSIDs and MAC addresses (Based
on BPR-W100 model). Click Apply to save settings to the device.
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Group number

4.2.2 Customize Router SSID & MAC

Rename SSID by entering anew (Dprefix name, and select the quantity of SSIDs
to broadcast@ (if the router model has an upper limit of broadcasting 100

New SSID

WiFi 551D

TP-LINK_XXJ-3-01
TP-LINK_BCP-3-02
TP-LINK_VBX-3-03
TP-LINK_HXC-3-04
TP-LINK_MBE-3-05
HUAWEI-3AE-3-06
HUAWEI-PY5-3-07

SSIDs, you may set the SSID quantity <=100).

No need to modify (3“Group number”, if there is only 1 ALNETS router in the
surrounding. That group number is used to identify the number of ALNETS
routers you have in the network.

When all is set, click Update SSID, then Apply.

Make brand w

Custon

The count of router

Group number

Users may also manually edit individual SSIDs in the list, as image shown below,

after setting, click Apply.

ALNETS TECHNOLOGY CO.,LTD

e (1)

www.alnets.net

New SSID

WiFi 551D

New MAC

LAN MAC
00:19:£0:98:A6:98
00:0A:EB:45:A5:08
00:1D:0F.74:65:6D
00:14:78:15:5E:4A
94:0C:6D:4C:T1E4
28:6E:DAAAEDAA
78:1D:BA:SEICF4A
00:18:82:E7:F4:C0O
00:1E10:CA34:A6
64:16:F0:ED:BED4
00:9E:C8:71:A3:F0
DA4G7.08.A2BC 04

New MAC

LAN MAC

00:11:D8:3C1F:7D
00:11:2F:2E:7E:63
C46AB7:42.C9.0B
E8:65:D4:84:50:80
00:27:19:B6:1A9F
00:27:19:C5:29:A9
TB:EB14:9C10:87
T0:4E:66:54:FC:50

00:25:86:05:03:73
00:5A:39:BE:S4AF

00:25:68:8A:8D:79
DO-OF-08FO6
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New SSID New MAC

WiFi SSID LAN MAC
00:04:0F:CE:DE:69
44:97:5A:A4:0F:82
8C:BE:BE:6A:72:39
00:E0:FC:59:D9:6E
50:89:65:BB:3E:FO
00:0F:66:EE:65:CC
00:17:31:F6:E5:E4
00:18:82:1E:2A:5D
04:95:E6:12:DA64
F4:EE:14:D1:1C.00
00:19:E0:C2:B0:C5

: A:08

Click New MAC to refresh router MAC addresses in batch, as image shown below,
after setting, click Apply.

New SSID New MAC

LAN MAC

00:04:0F:CE:DE:69
44:97:5A:A4:0F:82
8C:BE:BE:6A:72:39
00:E0:FC:59:D9:6E
50:89:65:BB:3E:FO
00:0F:66:EE:65:CC
00:17:31:F6:ES:E4
00:18:82:1E:2A:5D

04:95:E6:12:DA:64
F4:EE:14:D1:1C:00
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Note:
The software ALBulk includes millions of built-in LAN MACs, enabling network
environment refresh and new fingerprint generation.

Import / Export
The system supports importing and exporting SSID/MAC lists in .txt format,

images as shown below.

New SSID New MAC

B SRR o- o0 @
O ERpHE
Rz

> @lin - PA
al-60 new test proxies sk test

VPSHhEg RERp T T Hpgapple ID

SN *txt
RO |+ i)

New SSID

T > #EE
EA - SR
O EXfER

Ry

> @lin-fPA

new test proxies

L TR

XHEN): proxy-1|
REFERT): “txt

H#RFO)

4.3 Wi-Fi Settings

Go to Wireless Settings.
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ALOs | Bulk Proxy-1Ps Config Tool V3.2 Connect  Router Wireless  Proxy  PortMap About =
= WiFi ON @ WiFi OFF

Frequency channel
36-5180MHz

Frequency wid

20/40/80mhz-Ceee

Tx power

WiFi Password

@ Hide SsID

Terminal isolation

Connected

Wi-Fi parameters include Frequency Channel (default set to “Auto”), Frequency Width,
and Transmit Power. If the local Wi-Fi environment is not complex, these parameters can
remain at their default settings.

- Enable/disable all Wi-Fi networks.

- Wi-Fi Password: Allows unified modification of passwords for all SSIDs. The default is
admin123.

- Hide SSID: Make all SSIDs invisible.

- Terminal Isolation: Prevents wireless devices connected to the same Wi-Fi network

from accessing each other.

4.4Proxy IP Settings
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ALas | Bulk Proxy-IPs Config Tool V3.2 Connect  Router Wireless Proxy ~ PortMap About =

[dfa] socks://127.0.0.1:5000 user key BlILR5.6.88 @ Apply to all

Sub Router Proxy

M-3-01 socks;//127.0.0.1:5000:userkey

M-3-02 socks://127.0.0.1:5000:userkey

M-3-03 socks://127.0.0.1:5000:userkey

M-3-04 socks://127.0.0.1:5000:userkey

M-3-05 socks://127.0.0.1:5000:userkey
socks://127.0.0.1:5000:userkey
socks://127.0.0.1:5000:userkey
socks://127.0.0.1:5000:userkey
socks://127.0.0.1:5000:userkey
socks://127.0.0.1:5000:userkey
socks://127.0.0.1:5000:userkey
socks;//127.0.0.1:5000:userkey
socks//127.0.0.1:5000:userkey
socks://127.0.0.1:5000:userkey
socks://127.0.0.1:5000:userkey
socks://127.0.0.1:5000:userkey
socks://127.0.0.1:5000:userkey
socks://127.0.0.1:5000:userkey
socks://127.0.0.1:5000:userkey

fLEBAPI Bind Host Reset Proxy Edit Proxy Set DNS Set Proxy

Settings completed

Note:

Before configuring proxies, prepare Proxy IPs to import.

Proxies can be obtained by purchasing from a Proxy Providers or using VPS to build up
proxies.

Collect the Proxies and save them into a TXT file for later use.

The router supports proxy protocols of socks5 and http. Proxy Format of each protocol as

below:
Socks5 proxy format: socks://ip:port:user:password (if no user and password,
use socks://ip:port).

HTTP proxy format: http.//ip:port:user:password (if no user and password, use
http://ip:port).

When importing proxy information, please avoid entering extra spaces, as they may fail
the proxy testing.

4.4.1 Import Proxies to Router

On the Proxy page, click “Import Proxy” to import the TXT file containing Proxy
IPs.
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G socks://127.0.0.1:5000:user-key ons (EED | Applytoall
o=« |

Sub Router Proxy
M-3-01 socks://127.0.0.1:5000:userkey
M-3-02 socks://127.0.0.1:5000:userkey
M-3-03 socks://127.0.0.1:5000.userkey
M-3-04 socks://127.0.0.1:5000.userkey
M-3-05 socks://127.0.0.1:5000:userkey
M-3-06 socks://127.0.0.1:5000:userkey
M-3-07 socks://127.0.0.1:5000:userkey
socks://127.0.0.1:5000:userkey
socks://127.0.0.1:5000:userkey
socks://127.0.0.1:5000.userkey
socks://127.0.0.1:5000:userkey
socks://127.0.0.1:5000.userkey
socks://127.0.0.1:5000:userkey
socks://127.0.0.1:5000:userkey
socks://127.0.0.1:5000:userkey
socks://127.0.0.1:5000:userkey
socks://127.0.0.1:5000:userkey
socks://127.0.0.1:5000:userkey
socks://127.0.0.1:5000:userkey

£EAPI Bind Host Reset Proxy Edit Proxy Set DNS Set Proxy

Settings completed

After importing Proxy IP information, the node information list will appear as
shown below:

LS socks://38.79.119.11:12683:)9afuaS 1B2:KObQx6W5MV [BlNi8.8.8.8 @ Applytoall

Sub Router Proxy
socks://38.79.119.11:12683:J9afuaS1BzKObQx6W5MV
socks://210.16.122.154:26247:5UgeCHr2FQ.UYEU4SZf3n
socks://210.16.122.232:22546:hILfhBZLZy:CCIQRSZwtA
socks://103.192.178.44:19551:a00CTa7Dw1:HEOGOt)IGD
socks://38.209.125.180:10341:NEyb2N3uPQ:60398PGz8e
socks://38.209.66.67:11097:LXhptQCxw1:fEgEEm8yEz
socks://103.28.68.217:35740:PsM82pXMOC:FjLdf0j404
socks://210.16.123.70:13873:TjF20Hxg4s:)5yzWmRk69
socks://38.79.119.11:12683:)9afuaS1Bz:KObQx6W5MV
socks://175.178.217.138:2080:alos:alos 123
socks://104.234.161.159:24454:;pmG8HWtEzp:bG3hLrEKW8
socks://38.22.93.219:28679:884)Y3qpdV:yf6xTVIUCa
socks://154.64.246.79:27966:LwoKkimAG9:eH5CmhSmKo
socks://38.54.94.153:13823:wFreOPZPQj:L04rdpYgTX
socks://104.234.102.158:23145:AQ57kvRecl:7RDuubQVXZ210.16.122.232
socks://38.79.119.11:12683:)9afuas1BzKObQx6W5MV
socks://127.0.0.1:5000:user:key
socks://127.0.0.1:5000:user:key
socks://127.0.0.1:5000:user:key

Bind Host  ResetProxy  Edit Proxy Set DNS Set Proxy

Settings completed

4.4.2 Editing Nodes

Method 1:

If you need to modify a single proxy node, as shown in the below image, select
the node you want to edit. Its information will appear in the proxy editing box
@. Copy and paste the new proxy node information into this box, then click
“Modify” @ to update the settings. After all node edits are completed, click the
“Set Proxy” button at the bottom right to save.

If you need to change the DNS server, select the desired DNS server IP address
from the DNS dropdown menu @, or input the new DNS IP address. You may
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check “Apply to all” @ to apply the new DNS server to all proxy nodes. If left
unchecked, the new DNS server will only apply to the currently selected proxy

node. After configuring, click the “Set DNS” button at the bottom right to save.

LI < 0cks://38.79.119.11:126839afuaS 1Bz KObQxEWSMY DEE - | App

Sub Router proxy 114.114.114.114(114DNS)
socks://38.79.119.11:12683:/9afuaS 1 BZKODQUEWSMY sgﬁg;:fﬁfj&%’::?ﬁg
socksy/210.16.122.154:26247:5UgeCHr2FQ:UYEU4SZf3n 64,6.64.6(Verisign)
socks//210.16.122.232:22546:hILhBZLZy:CCIQRSZwtA /A
socks://103.192.178.44:19551:a00CTa7Dw 1:HEOGOYIGD N/A
socksy//38.209.125.180:10341:NEyb2N3uPQ:60398PGz8e N/A
socks://38.209.66 67:11097:LXhptQxw 1 fEGEEmByE2 N/A
socks://103.28.68.217:35740:PsMB2pXMOC-FLATO}404 N/A
socksy//210.16.123.70:13873:TjF 20Hxg4s.)5yzWmRkE9 N/A
socks//38.79.119.11:12683:J9afuaS1BzKOBOXEWSMY N/A
socks//175.178.217.138:2080:alos:alos 123 N/A
socksy//104.234.161.159:24454 pmGBHW1EZp:bG3hLrEKWB N/A
socks//38.22.93.219:28679:88413qpdVyfxTVaUCa N/A
socks://154.64.246.79:27966: woKKImAGY:eHSCmhSmKo N/A
socks://38.54.94,153:13823:wFreOPZPQ}LOArdpYgTX N/A
socks//104.234.102.158:23145:AQ57kvRec: 7RDuubQVXZ210.16.122.232 N/A
socks//38.79.119.11:12683:/9afuaS1BzKOBOXEWSEMY N/A
socksy//127.0.0.1:5000wuser key N/A
socksy//127.0.0.1:5000userkey N/A
socks//127.0.0.1:5000usarkey

Note:
Clicking the “Set Proxy” button saves all related configuration changes, and the

device may take slightly longer to process them.
Clicking the “Set DNS” button saves only the DNS server settings.

Method 2:

Select a proxy node, then click the “Edit Proxy” button, as shown in the figure.

ALOS | Bulk Proxy-IPs Config Tool V3.2 Connect  Router Wireless Proxy  PortMap Aboul

[P socks://38.79.119.11:12683:)9afuas 1Bz:KObQx6W5SMV DNS [8.8.8.8(Google)) @ Apply to all

Sub Router Proxy
socks://38.79.119.11:12683:19afuaS 1BzKObQx6W5MV
socks://210.16.122.154:26247:5UgeCHr2FQ:UYEU4SZf3n
socks://210.16.122.232:22546:hILfhBZLZy:CCIQRSZwtA
socks://103.192.178.44:19551:a00CTa7Dw1:HEOGOt)IGD
socks://38.209.125.180:10341:NEyb2N3uPQ:60398PGz8e
socks://38.209.66.67:11097:LXhptQCxw1-fEgEEmByEz
socks://103.28.68.217:35740:PsM82pXMOC:FjLdf0j404
socks://210.16.123.70:13873:TjF20Hxg4s:)5yzWmRk69
socks://38.79.119.11:12683:)9afuaS 1Bz:KObQx6W5MV
socks://175.178.217.138:2080:alos:alos123
socks://104.234.161.159:24454:pmG8HWtEzp:bG3hLrEKW8
socks://38.22.93.219:28679:884)Y3qpdV:yfexTVoUCa
socks://154.64.246.79:27966:LwoKkimAG9:eH5CmhSmKo
socks://38.54.94.153:13823:wFreOPZPQj:L04rdpYgTX
socks://104.234.102.158:23145:AQ57kvRecl:7RDuubQVXZ210.16.122.232
socks://38.79.119.11:12683:)9afuaS 1B2KObQx6WSMV
socks://127.0.0.1:5000:user-key
socks://127.0.0.1:5000:user:key
socks://127.0.0.1:5000:user:key

Bind Host Reset Proxy Edit Proxy Set DNS Set Proxy

A dialog window for the proxy node will pop up, as shown in the figure below.
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Confirm

Protocol

Address 38.79.119.11

Port

User J9afuaS 1Bz

Password KObQx6WSMV

After modifying the proxy node information, click “Confirm”.

Once all nodes have been updated one by one, click the “Set Proxy” button to

save and apply all changes to the router.

4.4.3 Ping the Proxy Nodes

After proxies are set, click “Ping” to test if the proxy connection is successful.

ALOS | Bulk Proxy-IPs Config Tool V3.2 Connect  Router Wireless  Proxy  PortMap About =

socks://103.192.178 44:19551:a00CTa7Dw1:HEOGOLIGD DNs EEEE] e | A all

Proxy Ping
sacks://38,79.119.11:12683:19afuas 1BzKObQxeW5 MV 156ms
socks//210.16.122.154:26247:5UgeCHr 2FQ.UYEU4SZf3n 32ms
socks://210.16.122.232:22546:hILfhBZLZy:CCIQRSZwtA 31ms
socks://103.192.178.44:19551:a00CTa7Dw1:HEQGOHIGD Timeout
socks://38.209.125.180:10341:NEyb2N3uPQ:60398PGz8e Timeout
socks://38.209.66.67:11097:LXhptQCxw1:fEgEEmByEz 234ms
socks://103.28.68.217:35740:PsM82pXMOCFjLAfOj404 Timeout
socks://210.16,123.70:13873:TjF 20Hxg4s:) 5yzWmRke3d Timeout
socks://38.79.119.11:12683:9afuaS 1Bz:KObQx6WS MV 156ms
sacks://175.178.217.138:2080:alos:alos123 Timeout
socks://104.234.161.159:24454:pmGEHWIEzp:bG3hLrEKWS Timeout
socks://38.22.93.219:28679:B84)Y3qpdV.yfexTVIUCa 16ms
socks://154.64.246.79:27966:LwoKkimAGY:eH5CmhSmKo 47ms
socks://38.54.94.153:13823:wFreOPZPQj L04rdpYgTX Timeout
socks://104.234.102.158:23145:AQ5TkvRecl:7TRDUUbQVXZ210.16.122.232 203ms
socks://38,79.119.11:12683:19afuaS 1Bz KObQx6W5 MV 172ms
socks://127.0.0.1:5000wuserkey

socks://127.0.0.1:5000wserkey

socks://127.0.0.1:5000wuserkey

{EEAPI Bind Host Reset Proxy Edit Proxy Set DNS Set Proxy
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4.4.4 Export all Nodes in TXT:

The software supports batch exporting of node information for modification.

After modification, you can import the nodes at the same TXT format back to the
router.

ALOS | Bulk Proxy-IPs Config Tool V3.2 Connect  Router Wireless  Proxy Port Map  About

ocks://102 167 170 AAAOEEA-20AL T27 Mt -LEAGALIER
= BFh

y to all

T~ > =

Sub Router LR Ping
156ms
32ms
Rms 3ms
Timeout
Timeout

Iy EufE

@ Lin - A

new test proxies 234ms

Timeout

[ Lis] Timeout
156ms

Timeout

Timeout

L TR

SHEIN): [new proxy 16ms

SRR .t 4Tms
Timeout
203ms
172ms
Oms
Oms
Oms

Import Bind Host  ResetProxy  Edit Proxy Set DNS Set Proxy

4.4.5 Reset Proxies

Click “Reset Proxy” to get all Proxies to the default state as
socks://127.0.0.1:5000:user:key.

ALOS | Bulk Proxy-IPs Config Tool V3.2 Connect  Router Wireless  Proxy  PortMap About =

pro [ - D = ooy o

Modify

Proxy
socksy//127.0.0.1:5000.userkey
socks://127.0.0.1:5000:userkey
socks://127.0.0.1:5000userkey
socks://127.0.0.1:5000userkey
socks://127.0.0.1:5000.userkey
socks://127.0.0.1:5000userkey
socksy//127.0.0.1:5000.userkey
socks://127.0.0.1:5000:userkey
socks://127.0.0.1:5000userkey
socks://127.0.0.1:5000userkey
socks://127.0.0.1:5000.userkey
socks://127.0.0.15000userkey
socksy//127.0.0.1:5000.userkey
socks://127.0.0.1:5000:userkey
socks://127.0.0.1:5000 userkey
socks://127.0.0.1:5000userkey
socks://127.0.0.1:5000.userkey
socks://127.0.0.1:5000userkey
socks://127.0.0.15000userkey

Proxy APl Cloud Link Reset Proxy Edit Proxy Set DNS Set Proxy

Connected

4.4.6 APl Integration
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Click “Proxy API” to configure automatic node updates from supported providers.

ALOS | Bulk Proxy-IPs Config Tool V3.2

Sub Router
M-3-01

Proxy

socksy//127.0.0.1:5000:userkey
socksy//127.0.0.1:5000.userkey
socks://127.0.0.1:5000:userkey
socksy//127.0.0.1:5000:userkey
socks;//127.0.0.1:5000userkey
socksy//127.0.0.1:5000.userkey
socks://127.0.0.1:5000:userkey
socksy//127.0.0.1:5000:userkey
socks;//127.0.0.1:5000 userkey
socksy//127.0.0.1:5000userkey
socks://127.0.0.1:5000:userkey
socks://127.0.0.1:5000userkey
socksy//127.0.0.1:5000:userkey
socksy//127.0.0.1:5000:userkey
socksy//127.0.0.1:5000.userkey
socks://127.0.0.1:5000:userkey
socksy//127.0.0.1:5000:userkey
socks://127.0.0.1:5000:userkey
socksy//127.0.0.1:5000:userkey

Export Proxy APl

The API setting page as below:

AP| Address

tomatic update interval/hour, 0 means stop

4.4.7

Cloud Host Binding

Connect

Cloud Link

Router Wireless

Reset Proxy Edit Proxy

Update

Proxy

Port Map  About

to all

Set DNS Set Proxy

It allows direct conversion of any static-IP cloud server into a proxy node.

Click “Cloud Link” button as shown in the following figure.
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ALOS | Bulk Proxy-IPs Config Tool V3.2 Connect  Router Wireless  Proxy  PortMap About =

I o D = oo
st |

Sub Router

M-3-01 socks://127.0.0.1:5000userkey

M-3-02 socks//127.0.0.1:5000:.user key

M-3-03 socks://127.0.0.1:5000:user key

M-3-04 socks://127.0.0.1:5000:user key

M-3-05 socks;//127.0.0.1:5000:.userkey
socks://127.0.0.1:5000:user.key
socks://127.0.0.1:5000:user:key
socksy//127.0.0.1:5000:userkey
socks;//127.0.0.1:5000userkey
socks//127.0.0.1:5000:user key
socks://127.0.0.1:5000:user key
socks://127.0.0.1:5000:user key
socks;//127.0.0.1:5000:userkey
socks://127.0.0.1:5000:user.key
socks://127.0.0.1:5000:user:key
socksy//127.0.0.1:5000:userkey
socks;//127.0.0.1:5000userkey
socks//127.0.0.1:5000:user key
socks://127.0.0.1:5000:user key

Export Proxy API Cloud Link | ResetProxy  Edit Proxy Set DNS Set Proxy

Connected

Coming up a setting page as below. Input the account info of a cloud server in the
editing area in red, then click “Bind”.

ALOS

Select the bound host

Default port 22, user is root,support Ubuntu 22.04

Password

“Name” — Self-define a name of the cloud server for easy memorization.

“Host” — Enter the cloud server’s |IP address. (Note: the cloud server should be
installed with Unbuntu 22.04)

“Port” — SSH port, the default port is “22”.

“User” — Enter the user name of cloud server. In general, default user name is
“root”.

“Password” — Enter the password of cloud server.

After binding a cloud server, it will appear like below:
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ALOos

Select the bound host

vps\\167.179.76.194:22 root:W9e] 359+ #Tokyo1

Delete

Default port port Ubuntu 22.04

Name

In the proxy setting page, we select a “Sub Router”, and then in the @ “Host”
dropdown menu, select the Cloud Link we just built, and click @”Modify”, then

click ®”Set Proxy”, all is set. A proxy node built from cloud sever is created.

ALOS | Bulk Proxy-IPs Config Tool V3.2 Connect  Router Wireless  Proxy  PortMap About =

VPSA\167.179.76.194:2200t W “mm w = m #Tokyol
s0cks:/f127.0.0.1:5000 userkey
socks://127.0.0.1:5000.userkey
socks://127.0.0.1:5000 userkey
socks:/f127.0.0.1:5000userkey
s0cks:/f127.0.0.1:5000 userkey
socks//127.0.0.1:5000.userkey
socks://127.0.0.1:5000.userkey
socks://127.0.0.1:5000userkey
socksy//127.0.0.1:5000.userkey
socks//127.0.0.1:5000.userkey
socks://127.0.0.1:5000.userkey
socks//127.0.0.1:5000.userkey
socks://127.0.0.1:5000.userkey
socks://127.0.0.1:5000userkey
socks:/f127.0.0.1:5000.userkey
socks//127.0.0.1:5000.userkey
socks//127.0.0.1:5000.userkey

socks://127.0.0.1:5000userkey

Export Proxy API Cloud Link  Reset Proxy  Edit Proxy Set DNS Set Proxy

Tips:

Please ensure that your cloud server’s firewall or security policy allows at least
the following ports, or simply enable all ports from 1-65535 to guarantee smooth
network connectivity. You may check the port status in your cloud server’s

network/security settings.

Required open ports:
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SSH — Port 22
TCP — Port 23585
UDP — Port 23585
TCP — Port 26516
UDP — Port 26516
TCP — Port 32411
UDP — Port 32411

4.5 Access Rules (Updated in V3.3)

Access Rules is used for the management and control of devices downstream or
upstream within the router’s internal network.

ALOS | Bulk Proxy-IPs Config Tool V3.3 Connect  Router  Wireless Proxy AccessRules About =

Port mapping settin essing internal devices of the sub-router

Sub Router LAN IP LAN Port  WAN IP WAN Port

LAN IP
LAN Port
WAN P

WAN Port

Export All Delete

Sub-router accesses the local LAN

@ Enable LAN Ac for Sub-Router

Connected

® When a downstream control is required, for instance, one admin PC needs to
control devices in the sub-router networks, diagram as below:
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“ Admin PC
(@ ALOS-1 .

Sub Router 1

In this scenario, “Disable LAN Access for Sub-Router” in the ALOS software should
be checked. Then do the port mapping setting.

@ Enable LAN Ac

® When an upstream access is required, for instance, terminal devices in each sub-
router’s network want to access to the sources stored in the NAS/server upstream.
Diagram as below:

) '
eeeeR 1ie
- NAS/Server

Or there are more than one ALNETS routers in the network, and all terminal devices
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connected to the routers need to access to a same NAS/Server upstream. Diagram
as below:

NAS/ Server

nameen:pus

Network Switch

ALNETS Router-2 ALNETS Router-1

Sub Router 2-1

L

Sub Router 2-X

BEY.

In these scenarios, “Enable LAN Access for Sub-Router” in the ALOS software should

be checked. Then do the port mapping setting.

@ Disable LAN Access for Sub-Router @& Enable LAN Access for Sub-Router

**Here we take Remote Desktop (RDP) access demonstration as an example.**

In the Sub-Router dropdown menu, select a target sub-router (e.g., M-1-01).
Once selected, the Gateway and WAN IP fields will be automatically populated.
Fill in the fields as follows:

Sub Router i Sub Router
Gateway . Gateway
LAN IP 7 : LAN IP
LAN Port - : LAN Port

WAN IP WAN IP

WAN Port WAN Port

LAN IP: Input the local IP address of the downstream terminal device connected to this
router.
LAN Port: Input the default Remote Desktop port 3389.
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ALNETS TECHNOLOGY CO.,LTD

WAN Port: Choose an unused external port in the range 1024-65535 (consult your

network administrator if necessary, to avoid port conflicts).

After completing the fields, click Add.

A new port-mapping entry will appear in the list on the right.

Then click Apply to save and activate the configuration.

Sub Router
M-1-01

LAN IP
192.168.111.15 3389

WAN Port 000

M-1-01

LAN IP
LAN Port

WAN IP

Export All

@ Disable LAN Access for Sub-Router

Note:

LAN Port ~ WANIP

WAN Port
10.00.2 8000

Delete

@ Enable LAN Access for Sub-Router

When selecting “Disable LAN Access for Sub-Router”, it means terminal devices

connected under sub-router’s networks (SS5IDs), will NOT be able to access to Control
Computer connected through the physical LAN port or Wi-Fi “ALOS-Set-1".

After configuration is complete, connect the control computer to the router’s Wi-Fi:

ALOS-Set-1.
Open Remote Desktop Connection on the control computer.

Enter the address in the format: WAN IP : WAN Port (as configured above).
Enter the username and password of the target downstream computer, then click

“Connect”.

Image shown as below:
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Key advantage:

Using port mapping for Remote Desktop access ensures that the control computer will
bypass proxies, because the connection travels directly through the clean internal
network rather than through the proxy tunnel.

For Technical Support, please Contact Us by:

WeChat: alnets-wx
Telegram: @alnetscn
WhatsApp: 0086-138 5909 6433

Email: sale@alnets.net
Website: www.alnets.net
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